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Class 2 1

Assessment: Vulnerabilities and 
Countermeasures

Review of classic risk model

Sources of vulnerabilities
Types of countermeasures

Class 2 2

Risk Assessment

Classic model:

Threat
Vulnerability

Exposure

Counter
Measure

Net Risk

External Threat Agent of
Force

A fact about the system
which will allow the
threat to be realized

Net risk & loss
represented by the

vulnerability

Recommended actions to
reduce risk

The residual
unavoidable or

economically acceptable
risk
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Risk Assessment

Threat
An event that can compromise a system s security
Intentional threats are planned and executed by threat agents

Vulnerability
A weakness in security controls that allows a threat to be realized

Exposure
Extent to which information may be exposed dues to existing 
threats and associated vulnerabilities

Countermeasure
Controls that reduce exposure, by countering either vulnerabilities 
or threats

Net Risk
What you have to live with after implementing all feasible 
countermeasures.

Class 2 4

Risk Assessment

Assessments test for vulnerabilities in 
systems and organizations
How is a vulnerability recognized?
How serious is the vulnerability?
How to independently demonstrate the 
vulnerability?
What countermeasures may mitigate the 
risk?
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Types of Vulnerability

Management
Organizational Policy
Procedures
Standards
Education and Awareness

Technical
Configuration
Management of authorities and permissions
Integrity of security-critical components

Class 2 6

Management Vulnerabilities

Lack of an overriding organizational security 
policy
Failure to incorporate security requirements 
into system implementation process
Lack of documented procedures
Lack of documented security standards
Poor change control
Lack of internal controls
Failure to separate incompatible functions
Failure to provide security training
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Technical Vulnerabilities

Poor authentication
Weak or inappropriate access controls
Failure to monitor or log security events
Flawed or broken security mechanisms
Security features not designed for intended 
environment
Flawed security protocols
Poor use of cryptography
Inappropriate trust assumptions

Class 2 8

Finding Technical Vulnerabilities

Sources of current new vulnerabilities:
CERT and other incident response teams
Bugtraq http://www.securityfocus.com/archive/1
Milw0rm (http://www.milw0rm.com/)
Vendors will inform customers of vulnerabilities 
(e.g., Microsoft, Cisco, Oracle, etc.)
Security vendors and other organizations with
subscription services ($$$)

http://www.securityfocus.com/archive/1
http://www.milw0rm.com/
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Vulnerability Listings

Some vulnerabilities have existed for years:
Configuration errors

Not removing demo/test programs from products
Setting poor/nonexistant encryption 
Lax file system permissions

Default passwords not changed
Services with inherent security exposures (e.g. finger)

Other vulnerabilities represent newly discovered 
product flaws

Class 2 10

Vulnerability Listings

Mitre CVE
Common Vulnerabilities and Exposures
A list of names of vulnerabilities
a dictionary not a database

Common reference point for assessment findings, 
cross references other listings
Available for free download 
http://cve.mitre.org/cve/

http://cve.mitre.org/cve/
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Vulnerability Listings
Mitre CVE Example

Class 2 12

Vulnerability Listings

US-CERT
Originally Computer Emergency Response Team at 
Carnegie Mellon University
Started in 1988 in response to Morris Worm
Published known vulnerabilities only after vendors 
release fixed
Now US-CERT is part of the Department of 
Homeland Security
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Vulnerability Listings

US-CERT
Publishes both alerts and vulnerability notes

Alerts meet a threshold of severity
Both alerts and notes are in searchable databases
Alerts and notes are assigned identifiers and are 
cross-referenced to CVE numbers
http://www.kb.cert.org/vuls/ for vulnerabilities
http://www.us-cert.gov/cas/alerts/ for alerts

Class 2 14

Vulnerability Listings
US-CERT Example

http://www.kb.cert.org/vuls/for
http://www.us-cert.gov/cas/alerts/for
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Vulnerability Listings

BugTraq
Started as a full disclosure security vulnerability 
mailing list
Unlike CERT, would publish vulnerabilities even if no 
vendor fix was available
In 1999, became part of SecurityFocus. Symantec 
acquired SecurityFocus in 2002
http://www.securityfocus.com/vulnerabilities

Class 2 16

Vulnerability Listings

BugTraq
Allows searching by CVE, or by vendor, then title 
(product) and version
Provides

Vulnerability description and discussion
Exploit code if relevant and available

Countermeasure (patches, work-around)

Other references

Bugtraq assigns a numeric ID to each vulnerability

http://www.securityfocus.com/vulnerabilities
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Vulnerability Listings
BugTraq example

Class 2 18

Vulnerability Listings
BugTraq exploit code example
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Vulnerability Listings
BugTraq solution example

Class 2 20

Vulnerability Listings

Milw0rm
Large exploit list
Comprehensive
Has the look and feel of a black-hat hacker site
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Vulnerability Listings
Milw0rm example

Class 2 22

Vulnerability Listings
Vendor alerts/bulletins

http://www.microsoft.com/technet/security/current.aspx

http://www.microsoft.com/technet/security/current.aspx
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Vulnerability Listings
Vendor alerts/bulletins

http://www.cisco.com/en/US/products/products_security_advisories_listing.html

Class 2 24

How to Use Vulnerability Listings

Provide targets for evaluation
Does the vulnerable service exist in the target?

Cross-reference public information
Countermeasures
Known attacks
Possible risks
Actual vs. theoretical use by attackers

Management credibility
Can reference credible authority regarding threat

http://www.cisco.com/en/US/products/products_security_advisories_listing.html
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Countermeasures

How to minimize the exposure from a 
vulnerability

Reduce likelihood of exploitation
Reduce damage when exploitation occurs

A security assessment will typically suggest 
countermeasures.

Prevent
Detect
Recover

Class 2 26

Multi-layered Security
Redundant countermeasures

A single vulnerability should not result in a successful 
breach
Different components need countermeasures to protect 
against the same threat
Defense in depth , multiple layers of defense

Always assume any component can fail
Other components should provide backup countermeasures in 
case the primary countermeasure fails

Compensating controls , a related concept.  If the 
absence of a control is required for business reasons, 
other controls are required to compensate
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Multi-layered Security
Redundant countermeasures

Intenert

IBM Compatible

Border router - filtering
rules

Firewall - More
extensive filtering, NAT

Desktop - Hardened
configuration, anti-

virus, software firewall

If one countermeasure
fails, others will protect

against the threat

Backbone - Switched,
with VLANs to separate

traffic

Class 2 28

Managing risk with a Security Assessment

What are the vulnerabilities? 
Can an exploited vulnerability allow other, more 
serious exploits (cascading vulnerabilities)?
Who is the likely threat agent (what skills and 
resources are necessary to exploit a vulnerability)
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Managing risk with a Security Assessment

What is the possible exposure?  What information is 
at risk?
What aspect of information is at risk (CIA)?
How critical are the systems at risk to the 
organization?  How valuable is the information?

Class 2 30

Managing risk with a Security Assessment

What are useful countermeasures?
How effective are the existing countermeasures?  
What additional countermeasures could be applied?
What is the maximum feasible protection?  What risk 
must be accepted?




