Assessment; Vulnerabilities and
Countermeasures

* Review of classic risk model
» Sources of vulnerabillities
» Types of countermeasures

Class 2

Risk Assessment

* Classic model:

Vulnerability i‘> ﬁg;gfﬁé
Threat Exposure

External Threat Agent of A fact about the system Net risk & loss Recommended actionsto The residual
Force which will allow the represented by the reducerisk unavoidable or
threat to berealized vulnerability economically acceptable
risk

Class 2




Risk Assessment

Threat

— An event that can compromise a system’s security

— Intentional threats are planned and executed by threat agents
Vulnerability

— A weakness in security controls that allows a threat to be realized
Exposure

— Extent to which information may be exposed dues to existing
threats and associated vulnerabilities

Countermeasure

— Controls that reduce exposure, by countering either vulnerabilities
or threats

Net Risk

— What you have to live with after implementing all feasible
countermeasures.

Class 2

Risk Assessment

Assessments test for vulnerabilities in
systems and organizations

How is a vulnerability recognized?
How serious is the vulnerability?

How to independently demonstrate the
vulnerability?

What countermeasures may mitigate the
risk?

Class 2




Types of Vulnerability

 Management
— Organizational Policy
— Procedures
— Standards
— Education and Awareness
» Technical
— Configuration
— Management of authorities and permissions
— Integrity of security-critical components

Class 2

Management Vulnerabilities

» Lack of an overriding organizational security
policy

+ Failure to incorporate security requirements
into system implementation process

» Lack of documented procedures

» Lack of documented security standards

» Poor change control

» Lack of internal controls

 Failure to separate incompatible functions
 Failure to provide security training

Class 2




Technical Vulnerabilities

» Poor authentication

» Weak or inappropriate access controls
 Failure to monitor or log security events
» Flawed or broken security mechanisms

» Security features not designed for intended
environment

» Flawed security protocols
» Poor use of cryptography
 Inappropriate trust assumptions

Class 2

Finding Technical Vulnerabilities

« Sources of current new vulnerabilities:
— CERT and other incident response teams

— Bugtraqhttp://www.securityfocus.com/archive/1

— Vendors will inform customers of vulnerabilities
(e.g., Microsoft, Cisco, Oracle, etc.)

— Security vendors and other organizations with
subscription services ($$3$)

Class 2
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http://www.milw0rm.com/

Vulnerability Listings

+ Some vulnerabilities have existed for years:

— Configuration errors
* Not removing demo/test programs from products
+ Setting poor/nonexistant encryption
+ Lax file system permissions

— Default passwords not changed

— Services with inherent security exposures (e.g. finger)

+ Other vulnerabilities represent newly discovered
product flaws

Class 2

Vulnerability Listings

* Mitre CVE
— Common Vulnerabilities and Exposures
— A list of names of vulnerabilities
— “a dictionary not a database”

— Common reference point for assessment findings,
cross references other listings

— Available for free download

— thttp://cve.mitre.org/cvel

Class 2
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http://cve.mitre.org/cve/

Vulnerability Listings
Mitre CVE Example

fcrosoft Inernet Explorer _18(x]

L

Fe Edt vew

Q-0

aress [] bitp:jcvz,

‘The Standard for Information Security Vulnerability Names

23 /f R Yutkng et and Sanosis

CVE (version 20061101)

Name: CVE-1999-0002

Description:
Buffer overflow in NFS mourtd gives roo: access to remote attackers, mos:ly in Linux eystems

Status: Entry

Reference: SGI:19981006-01-

Reference: UR_:ftp: //patches.sgi.com/suppor:/free/security/advisories/1998: 006-C1-1
Reference: CERT:CA-98.12.mauntd

Reference: CI4C1)-006

Reference: UR_:http://www.ciac. org/ciac/tulletins/}-006. shtrml

Reference: BID:121

Reference: UR_:ttp: //www. securityfocus, com/bid/121

Reference: XF:linux-mountd-bo

Name: CVE-1999-0003

Description:
xecute commands as oot via buffer overflow in Toclta k catabase server (roc.ttdbserverd) o
J 8

[Elome T[T [mem

Class 2 11

Vulnerability Listings

* US-CERT

— Originally Computer Emergency Response Team at
Carnegie Mellon University

— Started in 1988 in response to Morris Worm

— Published known vulnerabilities only after vendors
release fixed

— Now US-CERT is part of the Department of
Homeland Security

Class 2 12




Vulnerability Listings

* US-CERT
Publishes both alerts and vulnerability notes
* Alerts meet a threshold of severity
— Both alerts and notes are in searchable databases

Alerts and notes are assigned identifiers and are
cross-referenced to CVE numbers

— hittp://www.kb.cert.org/vuls/ fot vulnerabilities

— hitp://www.us-cert.gov/cas/alerts/ for alerts

Class 2

Vulnerability Listings
US-CERT Example

3 US-CERT Yulnerability Note YU1#220816 - Microsoft Internet Explorer MEIS|
B % Yor taohes Dbt | &
Q- © - 1 [B) (] Dt Sgromiss @] 3

aress [2] http: i kb cert.orgfuulsid/220916 EEERE

et Vulnerability Note VU#220816 -

Notes
Database

MIT Kerberos 5 telnet daemon allows login as arbitrary user
S

e Overview

A winerabilty existsin the version of e telnet dacmon inchided wih the MCT Kerberos 5 distribatior that may allow 2 remote, unauthorized
MotesHep  aftacker to log on to the system with clevated privieges
Infomation

I Description

View Notes
A wlnerabilty exists verson of the telet daemon acluded with the MIT Kecberos 5 distributon that may llow a remote, mauthentiated user to

Hame logh as any valid user, in-luding root. Accordiag te MIT kibS Security Advisory MITREBS-54-2007-001

D Numbe: The MITkrbS telnet daemon fails to adequately check. the providad username. A malformed useraame beginning with "-e" can be
o interpreted as a command-line flag by the login.krb 5 progra, which is executed by telnetd. This causes login.kr5 to execute par
e of the BSD riogin protocol, where an arbitrary ussrname may be injected, allowing login as that user without a passviord or any
R Jurther authentication.

Date Pubiished

Mote that ths issue afects allreleases of MIT keb up to and inchuding krb5-1.6.
Date Updeted

IL Tmpact

Sevesity Metsic

[Eloome CT T e

em via tolnet with elevated prleges. This impact is imted to anthenticared users if the tenet
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Vulnerability Listings

* BugTraqg
— Started as a full disclosure security vulnerability
mailing list
— Unlike CERT, would publish vulnerabilities even if no
vendor fix was available
— In 1999, became part of SecurityFocus. Symantec
acquired SecurityFocus in 2002

— ‘http://www.securityfocus.com/vulnerabilitieg

Class 2 15

Vulnerability Listings

* BugTraq
— Allows searching by CVE, or by vendor, then title
(product) and version
— Provides
* Vulnerability description and discussion

» Exploit code if relevant and available
« Countermeasure (patches, work-around)

» Other references
— Bugtraq assigns a numeric ID to each vulnerability

Class 2 16



http://www.securityfocus.com/vulnerabilities

Vulnerability Listings

BugTraq example

> SecurityFocus

Tech Education Frea Whits Papars and Tach Education - Downlead Nowl
Free White Paper: Address the Insider Threat ‘Windows Vista: Messaging Security Solution
Laam homto develop 3 comprahansive managemant ystem st Thizwhite papsr examines the implicatins of migrating t Vit i terme
vitually liminates the ris of an inside1 threat, Dovnioad e whits of massaging security, lus key issues IT managers need o oarsidar,
pertod
Home | Bugtrag | Vulnerabilties | MailingLists | Jobs | Tools | vista ! s

News
info || discussion | exploit || selution || references |

“Foundatians

Microsoft Microsoft Jet Database Engine Malformed Database File Buffer

e Overflow Vulnerability

“Incidnts

iz

e Bugtrag ID: 12860

Seny Class: Boundary Condition Error
cve CAN-2008-0944

e Remote Yes

Local: Na
Published: Mar 31 2005 12:004M
Updated: Apr 04 2006 05:03PM

Gacurity Basies  Credit: <vuin@hewiew.coms diselosed this uuinerability.
Vulnerable:  Mierosoft JET 4.0 SP7

Micrasoft JET 4.0 SP6
Micrasoft JET 4.0 SPS
“Resuma Micrasoft JET 4.0 P4
e Microsaft JET 4.0 SP3

Microsoft JET 4.0 P2

Class 2 17

Vulnerability Listings

BugTraq exploit code example

< Securiyrocus®

. SPI DYNAMICS
Free Trial Download of e >
W b I t Are you vulnerable to web application attacks?

e nspec Test your applications today Click Here

Home | Bugtrag | Wunerabilities | Mailing Lists | Jobs | Tools | vista ! Search

[ info |[ discussion || e=ploit  |[ solution || references |

Microsoft Jet Database Engine Malformed Database File Buffer
Overflow Vulnerability

The follawing exploits have been made available
e Jdata/vulnerab

- /datasuuinersbi
+ sdatasvuinerab

ties/exploits/msjetBufferoverflowEsxploit.c
ties/exploits/msletexplait. pl
ties/exploits/msjet-bindshell.c

~Bugtrag

~Focuz an 105

~Focus an Linus

SISl ONLINE CLASSIFIEDS

~Feranzicz

~pen-test » i Certification Proarams from villanova

~Sacurity Basics Choose from Six Siama. Project Mansaement, IS Security, Business Analysis and others. 100%

Aol Snline Programs through top-ranked Villanous Unisersits, Find Gut Mare--Download Fras Information
N

» WANbased il
“Jab Opportuniti=s WAN besed, automated, daily vulnersbility assessments. Glick here to try and reguest aur
~Resumes whitepapars

~lob Saskars
~Employers

&

) start| |3 CUCLASecurity Assess... | [ notes bt - Notepad | [E] microsoft Powerpaint -

. |[&7~icrasoft set Databa...
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Vulnerability Listings

BugTraq solution example

|[Aciress J4€21 http: /fwwws. securitytocus . com/bid/1 2960/ solution

« > SecurityFocus ™

Black Hat Europe 2007
March 27-30

Amsierdam Briefings & Training

Home | Bugtragq | Vulnerabilities | Mailing Lists | Jobs | Tools | wvista | Search

infa discussion erploit solution references

SFaundations

Microsoft Jet Database Engine Malformed Database File Buffer
Overflow Vulnerability

solution:

Currently we are not aware of any vendor-supplied patches for this issue. If you feel
we are in error or are aware of more recent information, please mail us at
vuldb@securityfocus.com

~Facus an Linus ONLINE CLASSIFIEDS

Why a cMDB2
IT bast practices (ITILY haue shown the bansfits of 2 CMDE. Click far whitepapars.

) Security within - ion based Security
Configuration basad sscurity is a pro-active way to defend against attacks. Click for whitepapars

b Ty Kaspersly Antivirus for Linux
e Tru any of Kaspershy's Award-winning Linux sclutions FREE. Protack sour fils sarvars mail serars!

~lok Seskars

e tivirus 6.0 Software
Download Raspersky's Award-Winning antivirus & antispyware solution with anti-spam and firewall

|41 Wkt o securityFocus. comjbidi1 2960 sclution

@ start| ) ci\UCLAsscurity Assess... | [ notes.txt - Matepad | [E] Micresoft Powerkaint - [... |[&7 Microsoft Jet Databa...
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Vulnerability Listings

* MilwOrm
— Large exploit list
— Comprehensive
— Has the “look and feel” of a black-hat hacker site
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Vulnerability Listings

MilwOrm example

RAmvwarf lonn

2007-11-11 Microsoft Internet Enplorer TIF /TIFF Code Execution (MS07-055)

Class 2 21

Vulnerability Listings
Vendor alerts/bulletins

[ sec la =lolx|

Ble Edt Vew Go Bookmerks Toos Window telp

searct

Bﬁ( B Fnﬁm R\e%d QD [ titp:fomms micrasoft. comitechnetisecurtyjcunent.aspx |l w‘ ;TT: T E‘

Htome | Wbeooknarks

Microsoft TechNet passene =

TechNiet Home | TechCenters | Downloads | TechNet Program | Subscriptions | Security Bulletins | Archive

@ | Microsoft Security Bulletin Search

Search for

TechNet Security

Security Bulletin Search

e Want Less Technical Detail?
" Visit the Security At Home site to find out about automatic security updates for your computer.
Tools = Read the Microsoft bulletin summary for Security Bulletin Webcast for Januars
Unisenng Szt \~ the updates released on November 13, 2008
Parners 2007 Register now for the January 2008 Security
Dounlasds Bulletin Webcast
o « Microsoft security buletin for
ommunity N icori
Novernber 2007 Security Advisories
Events &sbeasts ST View security changes that don't require a
Virtual Labs Download the November security Y g 4
bulletin but may still affect customers.
Seripting for Security updates, including updates for
Small Business Securiey Microsoft windows E? Microsoft Security Resource Center
Midsize Business Security Al bl
Technet webcast: Information about MSRC offers expert commentary on bulleting
O Microsoft Noverber security bulleting and advisories
Euants & Erors
TechNet Webcast: Inside the MSRC
Knouladgs Baze Search Read previously released Security bulletin % Rocsraed[onti sFannz00c
summaries. Get in-depth information about the Micrasaft
security response process.
Next scheduled release: December 11, 2007
]
il B\ | « Microsoft security bulletin advance _\. Get Security Bulletin Notifications
notification for December 2007 W& Bulletin alerts are avaiable in RSS, instant
message, mabile device, ar e-mail format,
THE + Redister now for the December
il Z [E) & | Transferring daka from ww.microsoft com.
'htfp: . microsoff. com/g
h IWWW.MICIroSoT1L.C C
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http://www.microsoft.com/technet/security/current.aspx

Vulnerability Listings

Vendor alerts/bulletins

Solutions. Products & Services Ordering Support Training & Events Partner Central

Products & Services
Security Advisories

le
1« bITROIE
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How to Use Vulnerability Listings

* Provide targets for evaluation
— Does the vulnerable service exist in the target?
* Cross-reference public information
— Countermeasures
— Known attacks
— Possible risks
— Actual vs. theoretical use by attackers
» Management credibility
— Can reference credible authority regarding threat

Class 2 24
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Countermeasures

» How to minimize the exposure from a
vulnerability
— Reduce likelihood of exploitation
— Reduce damage when exploitation occurs
» A security assessment will typically suggest
countermeasures.
— Prevent
— Detect
— Recover

Class 2 25

Multi-layered Security
Redundant countermeasures

* A single vulnerability should not result in a successful
breach

 Different components need countermeasures to protect
against the same threat
+ “Defense in depth”, multiple layers of defense

— Always assume any component can fail
— Other components should provide backup countermeasures in
case the primary countermeasure fails
+ “Compensating controls”, a related concept. If the
absence of a control is required for business reasons,
other controls are required to compensate
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Multi-layered Security
Redundant countermeasures

Firewall - More
extensive filtering, NAT

Border router - filtering
rules

Backbone - Switched,
with VLANS to separate

If one countermeasure traffic

fails, others will protect

against the threat Desktop - Hardened
configuration, anti-

virus, software firewall

1BM Compatible

Class 2 27

Managing risk with a Security Assessment

— What are the vulnerabilities?

— Can an exploited vulnerability allow other, more
serious exploits (cascading vulnerabilities)?

— Who is the likely threat agent (what skills and
resources are necessary to exploit a vulnerability)

Class 2 28
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Managing risk with a Security Assessment

— What is the possible exposure? What information is
at risk?

— What aspect of information is at risk (CIA)?

— How critical are the systems at risk to the
organization? How valuable is the information?

Class 2 29

Managing risk with a Security Assessment

— What are useful countermeasures?
— How effective are the existing countermeasures?
— What additional countermeasures could be applied?

— What is the maximum feasible protection? What risk
must be accepted?

Class 2 30
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